17 Aug 95
DRMS- D 5210. 2

DRMS- | Z

APPO NTMENT OF DRMS TERM NAL AREA SECURI TY OFFI CER(S) (TASOs)
(Suppl enentation is prohibited.)

A. REFERENCES

1. DLAR 5200.17, Security Requirenents for Automated |Information And
Tel ecomruni cati ons Syst ens.

2. DRMS-M 5210.1, Defense Reutilization and Marketing Service (TASO Mnual
3. DRMS-R 5200.1, Processing of Requests for Computer User Accounts.

4. DoD 5200. 2-R, Appendix K ADP Position Categories and Criteria for Designating
Posi ti ons.

5. DoD Directive 5200.28, Security Requirenents for Automated |nfornation
Systens (Al Ss).

6. Exanple of Appointnent Letter, enclosure 1
7. Suppl enmental Assignnment Data Sheet (SADS), enclosure 2.

B. PURPOSE. This procedure describes the nethod for the appoi ntment of Term na
Area Security O ficers (TASGCs). It standardi zes specific actions and required
docunentation for all |ocations.

C. APPLICABILITY AND SCOPE. This procedure applies to HQ DRMS, the directorates
of Operations East and West, Europe, the International Sales Ofice (1SO, and al

Def ense Reutilization and Marketing O fices (DRM3s), Foreign Nationals and al

M litary personnel assigned to Defense Reutilization and Marketing Service (DRM).

D. DEFI NI TI ONS.

1. ADP-1I. Those positions in which the incunbent is responsible for the
di rection, planning, design, operation, or nmintenance of a conputer system and
whose work is technically reviewed by a higher authority of the ADP-1 category to
insure the integrity of the system

2. Contractors. Person enployed by private industry who perforns duties in
accordance with governnent contract.

3. Foreign national. Person of foreign country nationality.
4, 1SSO. Information Security System Oficer (ISSO person responsible for the
TASO program  Any questions should be directed to this person. The activity foca

point for all conputer security matters.

5.  TASO nmmnual . Mnual established to define TASO requirenents as stated in
DLAR 5200. 17.



6. SADS. Supplenental Assignnent Data Sheet is used to add duties to a present
Position Description (PD). Supervisors are responsible for seeing that the SADS is
attached to TASO s current PD so they can obtain credit for assigned duties. See
encl osure 2.

E. POLICY
1. Appointment of Terminal Area Security officer.

a. TASGCs are appointed by DRMS managers in witing.

b. Enough TASOs nust be appointed within their directorate/division to
adequately performthe required duties.

c. Candidates for the position nust, at a m ninum be on ADP-I| positions.
See reference A4.

d. Candidates must be able to performthe duties identified in the SADS. See
encl osure 2.

e. Candidates should be in career positions other than secretarial, clerical,
or war ehouseman.

f. Contractors, students, and part-tine/tenporary enployees nmay not be
appoi nted as TASOs.

g. Foreign nationals may not be appointed as TASCs without a formal waiver
from existing policy.

2. Letter of Appointment. Enclosure 1 is an exanple of a formal appointnment
letter. A copy of this letter nust be sent to DRMS-1Z Information Security System
O ficer (1SSO).

3. TASO Materials. Security materials are provided to TASOs. The naterials
i ncl ude manual s, user guides, witten instructions set, and floppy disks. The
materials are assigned to the position and are to be transferred fromone TASO to
anot her as TASO appoi nt nents change within organi zati onal el enents.

4. Cuidance to TASGs. The TASO duties are in direct conpliance with references
Al and A2.

F. RESPONSI BI LI TI ES
1. Defense Reutilization and Marketing Service (DRMS) Manager will:

a. Appoint an adequate nunber of TASOs to sufficiently performthe required
duties as identified. See reference A2.
2 Conpose letter of appointnent to be sent to TASOwith copy to I SSO.  See

encl osure 1.
2 Notify ISSOin witing when TASO(s) are to be changed or del et ed.

2 Assure previous TASO s materials are handed over to new TASO.

2 Assure TASCs neet all requirenents of position.

2 Assure that a Suppl enental Assignment Data Sheet (SADS) has been attached

to TASO s position description.

2. Ternminal Area Security Oficer (TASO will:

a. Adhere to the guidelines and procedures explained in Reference A2.
b. Solicit guidance fromthe | SSO when necessary.



3. Information System Security O ficer (1SSO will:

2 Di rect/oversee TASO activities and assure that TASOs are perform ng duties

and operating in accordance with regul ati ons.

2 Serves as the activity focal point for all conputer security matters.

I'n

the operational capacity, the 1SSO inplenments security procedures for the

adm nistration of the activity's conputer security program

2 Provi de i nformational packet in the event a new TASO i s assigned and there

was no previous TASO
2 Maintain this regulation in a current status and review it annually.

2 EFFECTI VE DATE AND | MPLEMENTATI ON.

1. Initial TASO Appoi nt ment

a. TASGCs are selected by DRMS Managenent .
b. TASO s and Managenent will discuss duties as defined in reference A2.
c. Assurances are made that TASO neets all requirenents of position.

2. TASO assi gnnent Docunentation

a. TASGCs receives Letter of Appointnent.
b. DRMS-1Z |SSO receives copy of appointment letter.
c. Copy of letter may be faxed or mailed to DRMS-1Z via the foll ow ng:

Fax to DSN 932-4115 or com 616-961-4115.

Mail to DRMS-1Z, Security
74 Washi ngton Avenue North
Battle Creek, M 49017-3092

2 ACCEPTANCE PROCESSI NG.  Upon acceptance of The Appointnent Letter, a package of
instructions and information will be sent to appoi ntee explaining TASO duti es.

2 | NFORMATI ON REQUI REMENTS. Reserve for future requirenments.

BY ORDER OF THE COMMANDER

/sl
STEVEN P. HOCKETT
Li eut enant Col onel , USAF
Deputy Cormmander

2 Encl
1. TASO Appointnment Letter (sanple).
2. SADS (sanple).

Coordination: Al HQ DRMS Directors, East/Wst Operations Deputy Comrander,
Regi on Conmmander, ASCW BPM Ogden Ut ah

Eur ope






Encl
DRMS- D
5210.2
EXAMPLE OF APPO NTMENT LETTER

FROM (DRMS MANAGER)
DCN E- MAI L XXXXXX@XXXXX.XXXX. XXX

SUBJECT: Terminal Area Security Oficer, Letter of Appointnent
TO John Doe (appoi nted TASO
1. Reference, DRMS-M 5210.1, Procedures and Cuidelines for Term nal Area Security

O ficers, March 93.

2. <taso nane>, <office synbol > <standard |ogon identifier> e-mail address>,
<phone nunber >.

3. You are hereby appointed as a (primary/alternate, whichever is applicable)
Term nal Area Security Oficer for (identify the area of responsibility, ex.
Directorate, division, room#, etc.)

4. This appoi ntnent becones effective on <date>. You will carry out the duties
and responsibilities as identified in the above Reference.

<si gned>

cc:
DRMS- | Z



Encl
DRMS- D
5210.2
SUPPLEMENTAL ASSI GNMVENT DATA SHEET ( SADS)

Or gani zati on Synbol

Enpl oyee

Pay Pl an, Series, G ades

Current PD nunber

Dat e Duties assigned

DUTI ES:

Above naned has been appointed to the duties of Terminal Area Security O ficer
(TASO . Responsible for supporting Agency security requirenments and perform ng
specific security duties. Duties are in conpliance with DLAR 5200.17, Security
Requi renents for Automated Information and Tel ecomruni cati ons Systens. Reference
DRMS- M 5210. 1, Procedures and CGuidelines for Terminal Area Security O ficer, March
93.

Adhere to the guidelines and procedures for TASOs as defined in DRMS-M 5210. 1,
TASO Manual , dated March 93.

Serve as a conduit between the conmputer user and the | SSO
Prepare requests for conputer access for enployees assigned to their designated

area of responsibility according to the DRMS-R 5200.1 titled, Processing of
Requests for Conputer User Accounts.

Notify the end user (in witing) of their standard | ogon |ID/ Password and
security responsibilities that apply to their access privil eges.

Keep a log of all conmputer access assignnents granted to each enpl oyee.

When access to a conputer systemis no |onger required, TASOw ||l submt the

request for deletion of all conputer accesses within 24 hours upon notification
from supervi sors.

Ensure standard | ogon identifiers are assigned according to DLA standard | ogon
policy.

W Il use the AURA system for requesting conputer access.

Performrisk anal ysis of personal conputers.

Conduct periodic security awareness training.

Docunment and report all conputer systemviruses to DRMS-|

Docunment and report all security violations and incidents to DRMs-I

Super vi sor







